SHAI Risk Ranking
♦
Risk is defined in general terms as the product of the
frequency (or probability) of a particular event and the
consequence of that event. It maybe expressed in
terms of lives lost, financial cost
and/or environmental impact. The
overall risk assessment methodology
tool developed is consistent with
industry standards for risk
management practices.

Estimating the likelihood that such threats
will materialize based on historical
information and judgment of knowledgeable
individuals.

♦

Identifying threats that could harm and, thus,
adversely affect critical operations and
assets. Threats can include such things as
fire, explosion, chemical release, terrorist
acts, and natural disasters.

Identifying cost-effective actions to mitigate
the risk. These actions can include
implementing new policies and/or
procedures as well as technical or physical
controls.
♦

The model was developed to
estimate property and financial risks
due to associated hazards. The risk
model is based on a systematic
examination of the various factors
which may determine the likelihood
of property damage and the
probability of injury to personnel due
to identifiable hazards.
Risk assessments, are a means of
providing decision makers with
information needed to understand
factors that can negatively influence
operations and outcomes and make
informed judgments concerning the
extent of actions needed to reduce risk. For example,
facilities located along the gulf coast have conducted
risk assessments to manage the risk of wind and/or
flood damage associated with hurricanes, and nuclear
power plant engineers have conducted such
assessments to manage risks to public health and
safety. Regardless of the types of risk being
considered, all risk assessments generally include the
following elements.

♦

♦

Identifying and ranking the value, sensitivity,
and criticality of the operations and assets
that could be affected should a threat
materialize in order to determine which
operations and assets are the most
important.

♦

Estimating, for the most critical and sensitive
assets and operations, the potential losses
or damage that could occur if a threat
materializes, including recovery costs.

Documenting the results
and developing an action
plan.

There are various models and
methods for assessing risk, and the
extent of an analysis and the
resources expended can vary
depending on the scope of the
assessment and the availability of
reliable data on risk factors. In
addition, the availability of data can
affect the extent to which risk
assessment results can be reliably
quantified. A quantitative approach
generally estimates the monetary
cost of risk and risk reduction
techniques based on (1) the
likelihood that a damaging event will
occur, (2) the costs of potential
losses, and (3) the costs of mitigating
actions that could be taken. When reliable data on
likelihood and costs are not available, a qualitative
approach can be taken by defining risk in more
subjective and general terms such as high, medium,
and low. In this regard, qualitative assessments
depend more on the expertise, experience, and
judgment of those conducting the assessment. It is
also possible to use a combination of quantitative and
qualitative methods.
The risk ranking tool shown was developed by SHAI
and shows the risk score summary graph which can
assist facility managers identify potential
hazards/threats and formulate recommendations to
mitigate potential losses.

